
& SIGPwny



YOU HACKED US😠

• We weren't even vulnerable...



There was 
permission...
We did set it up for the demo, 
but you did still hack us...











https://ctf.sigpwny.com/scoreboard

https://ctf.sigpwny.com/scoreboard


How to assert dominance
And how to protect yourselves from hackers



Part #1: The Plan



#pwny-ctf



The Idea

• Jump into first place on 
SIGPwny's internal CTF at once

• The catch: only '@illinois.edu' 
emails can register

http://@illinois.edu


Logging In

• Inspired by a critical Google 
vulnerability: https://medium.com/bugbountywriteup/how-i-broke-
into-google-issue-tracker-667b9e33e931

• We acquired an '@illinois.edu' email and created our account -
'jonathan'.

https://medium.com/bugbountywriteup/how-i-broke-into-google-issue-tracker-667b9e33e931
http://@illinois.edu


Part #2: Enter Jonathan



j0nathan

Some challenges required a Discord 
account/talking to an admin

Trapezoid.asm - 5000pt chal that we needed 
to solve, the files were in a private channel.



So... about opsec.



Challenge Solutions



Juicy Gossip!



Social Engineering Prevention (?)



Fundraising Discussion!



Fundraising Documents!



Fixing OpSec

• Verify people in person

• Multiple layers of security

• Share Google documents with specific users/groups

• Careful with sharing challenge solutions – DM or decide if its okay 
being public



Part #3: Easy Money



Free Solves: PicoCTF

• PicoCTF writeups are available

• https://github.com/0e85dc6ea
f/CTF-
Writeups/tree/master/PicoCTF
%202018

https://github.com/0e85dc6eaf/CTF-Writeups/tree/master/PicoCTF%202018


Free Solves: Over the 
Wire

• Natas & Bandit Over the Wire flags 
available

• https://github.com/axiomiety/otw
/blob/master/natas.passwords

• https://github.com/axiomiety/otw
/blob/master/bandit.passwords

https://github.com/axiomiety/otw/blob/master/natas.passwords
https://github.com/axiomiety/otw/blob/master/bandit.passwords


Old Oaken Bucket



Part #4: Some Challenges



PHPCalc

• We broke it.

• We managed to encode 
exec("command"), if command is 7 
or fewer characters.



PHPCalc – Shell Commands

whoami: 

www-data

ls –C:

flag.php index.php styles.css

ls –lra:

drwxrwxrwx 1 www-data www-data 4096 Jan 28 16:47 .

rm *:

Don't worry we didn't run it. But it would work.



Discord SE 10

• Given a link to an image, get an invite to the discord server.

• https://cdn.discordapp.com/attachments/568224176905650220/568
234865644797963/how_to_solve.png

https://cdn.discordapp.com/attachments/568224176905650220/568234865644797963/how_to_solve.png




Meeting Flags

• Make slides private, or don't 
have the flag in the slides



Impossible 
Challenges

Ones that involved seeing someone in person

OpSec

Web Chals were DOWN :(

Meeting Flags

Game Hacking

Game Hacking Montage



b01lers



B01lers

About Us

• Founded Fall 2014 by Professor Payer

• 3 different advisors since then

• Current Advisor: Antonio Bianchi – Member of Shellphish and OOO

• Grown rapidly – undergrad and grad student members



Resources



#resources

• Channel on Discord

• https://discord.gg/jrUGtYe

https://discord.gg/jrUGtYe


bootcamp

• https://github.com/b01le
rs/bootcamp-2019

• Training material from Fall 
2019

https://github.com/b01lers/bootcamp-2019


b01lers Library

• https://github.com/b01lers/b01lers-library

• Previous CTF Challenges

• Some have writeups

https://github.com/b01lers/b01lers-library


Internal CTF



Internal CTF

• http://internal.b01lers.net:6698

• Only @purdue.edu and 
@illinois.edu emails may 
register

• Create an account

http://internal.b01lers.net:6698


Bootcamp

• Start with this category

• Easier

• Writeups and tutorials available:

• https://github.com/b01lers/boo
tcamp-2019

https://github.com/b01lers/bootcamp-2019


Misc / Recon

Recon: No hints for you.

Forensics

Random Chals



Web

• 2 Chals:
• Python Pirates

• Python IS Secure

• Check Bootcamp as well

• Leak the Source

• Find a Bug

• Postman/Curl



RE

• GDB

• Ghidra

• Also helpful: strings/ltrace

• Look at bootcamp RE tutorials



Crypto

ROT SUBSTITUTION CLASSICAL 
CIPHERS

RSA DOUBLE DES



PWN

Will always involve writing scripts

pwntools

Also uses RE skills

Buffer Overflow

printf

Heap



Public CTF



B01lers CTF

• https://ctf.b01lers.net

• Mar 14 00:00 UTC – Mar 16 00:00 UTC

• Actual testing!

• PWN, RE, CRYPTO, WEB, More!

• Balanced Difficulty!

https://ctf.b01lers.net

