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YOU HACKED US ()

* We weren't even vulnerable...

Music OwO club

there is

a bug in CTFd that enables
anyone to take over a ctf
website

like theirs here

https://b01lers.net/
bOctf.html

probably not a big deal bc
probably nobody knows
about it

one of our freshmen just
found it and used it to login
as admin on ours lol

o 5GeEER




hey hey! I'm from uiuc's security
club

There was

we were thinking up of things to
. . demo for our first meeting and
p e r m I S S I O n ves though that teasing the purdue/
uiuc rivalry might have good
entertainment value

We did set it up for the demo,
but you did still hack us...
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https://ctf.sigpwny.com/scoreboard



https://ctf.sigpwny.com/scoreboard

How to assert dominance

And how to protect yourselves from hackers



Part #1: The Plan



#pwny-ctf




The Idea

* Jump into first place on
SIGPwny's internal CTF at once

* The catch: only’
emails can register

Register

Only email addresses under illinois.edu

may register 4

Don't use important
passwords! People may try
to hack this site *wink™

User Name

Email

Password

Submit


http://@illinois.edu

Logging In

* Inspired by a critical Google
vulnerability:

* We acquired an' ' email and created our account -
'jonathan’.


https://medium.com/bugbountywriteup/how-i-broke-into-google-issue-tracker-667b9e33e931
http://@illinois.edu

Part #2: Enter Jonathan



jOnathan

Some challenges required a Discord ‘ #
account/talkingto an admin
Trapezoid.asm- 5000pt chal that we needed — o
to solve, the files were in a private channel. -
P jOnathan#0724

ROLE

. uiuc |




Password Manager Enable 2FA Safe Browsing

50 50 50

Cleanup Find Something Embarrassing Meeting Flag

50 100 200

So... about opsec.



Challenge Solutions




Juicy Gossip!




Social Engineering Prevention (?)




Fundraising Discussion!

A




Fundraising Documents!

SIGPwny Sponsorship Information

File

Edit View Tools Help

' © Viewonly -

SIGPwny is UIUC’s undergraduate computer security organization. We offer weekly public
CTF and

training sessions to students, and have an adjacent g bers who p

research vulr

>COnomic

Our sponsorship tiers are as follows. Every tier includes the previous tiers.
» Friends of SIGPwny -- $1,000 -- company branding on website/slides for one year

* Blue--§ 'ious tier and ac o the SIGPwny resume book

e Orange -- $10,000 - All previous tiers and the right to have a company-branded event for

fr

n if you're interested in sponsoring us!



Fixing OpSec

* Verify people in person
* Multiple layers of security
* Share Google documents with specific users/groups

 Careful with sharing challenge solutions — DM or decide if its okay
being public



Part #3: Easy Money



Free Solves: PicoCTF

* PicoCTF writeups are available

Inspect Me

What's My Name?
Forensics Warmup 2
General Warmup 2
strings

Crypto warmup 2
The vault

logon

buttons

Here's johnmny
reversing warmup 2
grep 1

forensics warmup 1
general warmup 1
net cat

rsa-madlibs

Pwny BigO
Pwny BigO
Pwny BigO
Pwny BigO
Pwny BigO
Pwny BigO
Pwny BigO
Pwny BigO
Pwny BigO
Pwny BigO
Pwny BigO
Pwny BigO
Pwny BigO
Pwny Bigo
Pwny Bigo
Pwny Bigo

0 |picoCTF{ur_4 re

plcoCTF{wdlt3r u

2 picoCTF{extensio
3 picoCTF{11@11}

picoCTF{sTrIngs
picoCTF{this is

» plcoCTF{w31lcem3
7 plcoCTF{1l8glns_ 2

picoCTF{button_b

5 picoCTF{Jéhn_1%
0 picoCTF{th4t wds

picoCTF{grep_and

2 picoCTF{welcome

picoCTF{A}
picoCTF{NEtcat_i
picoCTF{dé&_u_kn



https://github.com/0e85dc6eaf/CTF-Writeups/tree/master/PicoCTF%202018

Branch: master~  otw / bandit.passwords

Free Solves: Over the
. Y3 axiomiety passworc
\N/\JII r-(EE 1 contributor

* Natas & Bandit Over the Wire flags |EEEECEEO R L

daVd ila b | e banditl: tlI_IJ:l'] bhUNNTKtd 'TE"D”F sqOLltutMc3My1
bandit2:CWV1 - Sl
’ bandit3:Un .
bandit4: FInfjrtPhﬂhWITdF-Ehdw!
bandit5: huH:JuhngngwhHP 1:LJFTEFPHAT;h
bandit6:
bandit7:
bandit8:cvX?



https://github.com/axiomiety/otw/blob/master/natas.passwords
https://github.com/axiomiety/otw/blob/master/bandit.passwords

Old Oaken Bucket

1ttps://klatz.co/ctf-blog/old-c

bollerctf: old-oaken-bucket e

1s -1 old-oaken-bucket
-rwxr-xr-x 1 nat nat 6344 Oct 27 2018 *

python2 solver.py
PEDA may be useful WARNING I 2020-01-25 16:20:45,543

_ 29971608406721428983539903359161723172023448547023777466310451980115587448701
It's a script that makes gdb easier to use (run these in your shell)

p
>>> 1mport binascii

git clone https://github.com/longld/peda.git ~/peda >>> s = hex(29971608406721428983539903359161723172023448547023777466310451980115587448
echo "source ~/peda/peda.py" >> ~/.gdbinit 701)([2:]

echo "DONE! debug your program with gdb and enjoy" ;:f“”Bcﬁ?ﬁ;Ei;%ggeﬂ%g(:3_3 Fomny2] "

>>> ||
Some GDB basics you’ll need

« gdb old-oaken-bucket

« break * 0x4005f6 set a breakpoint on the main function. the binary is stripped, if you're curious
why read this

» run AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA # starts the program and runs until it hits the
breakpoint

« ni # nextinstruction — steps in assembly.

« C continue until the next breakpoint or the program ends

imple reversing challenge from an internal Purdue ctf that | "ahem™d my way into. Download link.



Part #4: Some Challenges



I PHPCalc

| (0] | #a phpcalc.chal sigpwny.com,/?expr=2%2B2 e &

Check out my cool PHP calculator! I made sure that it is extremely secure.

 We broke it.

* We managed to encode
exec("command"), if commandis 7
or fewer characters.




PHPCalc— Shell Commands

whoami :

www—data

ls -C:

flag.php 1ndex.php styles.css
ls —-lra:

drwxrwxrwx 1 www—data www—-data 4096 Jan 28 16:47
rm *:

Don't worry we didn't run i1t. But i1t would work.



Discord SE 10

* Given a link to an image, get an invite to the discord server.

* How to solve

* Nobody gets this one.


https://cdn.discordapp.com/attachments/568224176905650220/568234865644797963/how_to_solve.png




I Meeting Flags

orensics 2020 [ Present
it View Help

@ Viewonly ~

Ll

Intro Forensics

. . |
 Make slides private, or don't
Presented by Pranav, challenges & slides borrowed from friends @ UW (Batman's Kitchen) h ave th S ﬂ ag In the SI |d es

sigpwny{ next_time_i_wont_forget_the_flags}

DOWNLOAD THESE FILES




i

Ones that involved seeing someone in person

OpSec

Web Chals were DOWN :(

Meeting Flags

Game Hacking

Game Hacking Montage



bO1llers



BO1lers

e Founded Fall 2014 by Professor Payer
e 3 different advisors since then
e Current Advisor: Antonio Bianchi— Member of Shellphish and OO0

e Grown rapidly —undergrad and grad student members



Resources



Hresources

e Channel on Discord



https://discord.gg/jrUGtYe

bootcamp

master v | bootcamp-2019 t / 0002-reverse-engineering-primer Findfile = Copy path

E nbanmp RE d

Raw  Blame

to help in the

* Training material from Fall
pAONRS

"t. I will be



https://github.com/b01lers/bootcamp-2019

bO1llers Library

Create new

® P reViO U S CT F C h a I Ie nges Branch: master New pull request

;*; Alsu TUCTF writeups

 Some have writeups

2019¢csaw_red
2019hitcon
2019ritsec
2019seccon
201 9tuctt

CTFdScraper

common_patterns.txt



https://github.com/b01lers/b01lers-library

Internal CTF



Internal CTF

y * Only @purdue.eduand
@illinois.edu emails may
register

3000 }IJ

{ e Createan account

1000 3

0

Sep 1 Sep 15 Sep 29 Oct 13 Oct 27 Nov 10 Nov 24 Dec 8
2019

—— VipidMercy —e— bobnosn chrisspankroy —+— mweep dm —e— MrDood —— ethansky
—e— jrmOxE —+— Swagboi —— rxie



http://internal.b01lers.net:6698

I Bootcamp

BOOTCAMP

* Start with this category
* Easier
* Writeups and tutorialsavailable:

* https://github.com/b01lers/boo
tcamp-2019

Powered by CTFd



https://github.com/b01lers/bootcamp-2019

o
@ Recon: No hints for you.

ﬁ“ Forensics

Random Chals




c @ © A& internal.b01lers.net:6707

\Ne b Hello! Are vou a robot? This 15 a secret management server.

create account:

Starting secrets:

e 2 Chals: secrett  lsecretz || submi
a S. secret( secretl secret? Submit

¢ Python P|rates set secret:
* Python IS Secure user id:
userid

e Check Bootcamp as well

A Secret

Leak the Source

Submit

* Find a Bug get secret:

* Postman/Curl user id:

userid
secret_id:

Submit




RE

SSB
100

2018-2019 novafacing
How good at smash are you? Only one way to
find out :)

& WEEK1 RE

GDB
Ghidra
Also helpful: strings/Itrace

Look at bootcamp RE tutorials




A o

ROT SUBSTITUTION CLASSICAL
CIPHERS

> @,

RSA DOUBLE DES




Will always involve writing scripts

\o

pwntools

Also uses RE skills

Buffer Overflow

=
L

LIJE  printf

\/ Heap




Public CTF



BOllers CTF

* Mar 14 00:00 UTC — Mar 16 00:00 UTC
e Actual testing!

* PWN, RE, CRYPTO, WEB, More!

* Balanced Difficulty!



https://ctf.b01lers.net

