Binary, Hexadecimal,
and Base64
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what are we gonna learn today?




what are we gonna learn today?

how to recognize common encodings that
come up a lot in programming/CTFs

dinary
nexadecimal
nasebd




1s and Os










012..789

base 10

we have 10 fingers




bbbbbb




1s and Os

what if we just had two fingers?







1->10




1->10->11




how would you write 4 in binary?
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how would you write 4 in binary?
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how would you write 4 in binary?

117

100, 1011

~ one 4, zero 2’s, zero one’s ~one 8, zero4’s

Aone 2,onel




There are only 10 types of
people in the world: Those
who understand binary, and
those who don't.



Binary Decimal

0000
0001

0010
0011

0100
0101

0110
0111

1000
1001

1010
1011

1100
1101

1110
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1111




Binary Decimal
0000 0
0001 1
0010 2
0011 3
0100 4 pretend you have 16 fingers
0101 O
0110 6
0111 f
1000 8
1001 9
1010 10
1011 11
1100 12
1101 13
1110 14
1111 10




1101

1110

Binary Decimal Hex
0000 0 0
0001 1 1
0010 2 2
0011 3 3
0100 4 4
0101 o D
0110 6 6
0111 T i
1000 8 8
1001 9 9
1010 10 A
1011 11 B
1100 | 12 c
13 D
14 E
15 =

1111




/89ABCDEF




F->10




10->11->12




1101

1110

Binary Decimal Hex
0000 0 0
0001 1 1
0010 2 2
0011 3 3
0100 4 4
0101 o D
0110 6 6
0111 T i
1000 8 8
1001 9 9
1010 10 A
1011 11 B
1100 | 12 c
13 D
14 E
15 =

1111




000a1190:
000a1196:
000allOc:
000alla2:
000alla8:
000allae:
000allb4:
P00allba:
000allcO:
000allc6:
000allcc:
000alld2:
000alld8:
000allde:
000alled:
000allea:
000allfo:
000allf6:
000allfc:
000a1202:
000a1208:
000al20e:
000al1214:
» desktop |}

01011001
10100001
00101000
01010000
00010100
10101000
00001010
01100111
10000101
10100001
01000010
01010000
00000101
00101000
00001011
00010100
10000101
00001010
01000010
00110011
11111100
00000000
01000100

00101000
01010000
00010100
10101000
00001010
10100000
10000101
10100001
01000010
01010000
10100001
00101000
10011101
00010100
10000101
00001010
01000010
00010101
10100001
11111100
01010101
00000000
10101110

00010100
00101000
00001010
10100000
10000101
10110011
01000010
01010000
10100001
00101000
10000010
00010100
10000101
00001010
01000010
10000101
10100001
01110100
01010000
11111117
10000110
00000000
01000010

00001010
01010100
10000101
10110011
01000010
01010000
10100001
00101000
10000010
00010100
11001110
00001010
01000010
10000101
10100001
00001010
01010000
00010110
00101000
10110010
00010101
01001001
01100000

10000101
11010000
01000010
01010000
10100001
00101000
01010000
00010100
11001110
00001010
01000010
10000101
10100001
00001010
01010000
00111010
00101000
00001010
00010100
11010000
10110111
01000101
10000010

01000010
01011001
10100001
00101000
01010000
00010100
01000001
00001010
01000010
10000101
10100001
01000010
01010000
00111010
00101000
00001011
00010100
10000101
00001010
01111001
00000000
01001110

Desktop — ianklatzco@ian-mbp — ~/desktop — zsh — Solarized Dark — 80x24




¢ = Desktop — ianklatzco@ian-mbp — ~/desktop — zsh — Solarized Dark — 80x24
000al0b@: 4559 7522 af@c 5fdl 4ee7 2862 0175 ca7b EYu".._.N.(b.u.{

000a10c@: a2bd b870 elc2 f9f3 e77b 0f5d bf7e 9d15 ...Peeuss s el e
000a10d0: e2dd 4bed 93c@® 5bcb 9bf8 0877 c44a 0b19 ..K...[....w.J..
000a10e@: bfbb 0b97 2f5f 5644 c28a ef62 25ef 3d97 ..../_VD...b%.=.
000a10f0: dbed 98f7 7254 2814 168b 6224 2al4 0a85 ....rT(...b%$x...

000a1100: 42al 5028 2cld 7f56 2628 140a 8542 al50 B.P(,..V&(...B.P
000a1110: 2854 d@59 2814 0a85 42al 50a8 adb3 5028 (T.Y(...B.P...P(
000a1120: 140a 8542 al50 a8a@ b350 2814 0a85 42al ...B.P...P(...B.
000a1130: 5041 67al 5028 140a 8542 al82 ced42 al50 PAg.P(...B...B.P

000a1140: 2814 0a85 42al 82ce 42al 5028 140a 8542 (...B...B.P(...B

000al1150: 059d 8542 al50 2814 0a85 4205 9d85 42al ...B.P(...B...B.
000a1160: 5028 140a 850a 3adb 8542 al50 2814 0al5 P(....:..B.P(...
000al1170: 7416 0a85 42al 5028 140a 1574 160a 8542 t...B.P(...t...B
000a1180: al50 2814 2ae8 2c14 0a85 42al 5028 54d0 .P(.*.,...B.P(T.

000a1190: 5928 140a 8542 al50 2854 d059 2814 0a85 Y(...B.P(T.Y(...
B B

000allad: 42al 50a8 adb3 5028 140a 8542 al50 a8ad sP2xsP(se:BePs.
000allb0d: b350 2814 0a85 42al 5041 67al 5028 140a .P(...B.PAg.P(..
000allcO: 8542 al82 ced42 al50 2814 0a85 42al 82ce .B...B.P(...B...
000alld0: 42al 5028 140a 8542 059d 8542 al50 2814 B.P(...B...B.P(

000alled: 0a85 0a3a Ob85 42al 5028 140a 850a 3a0b ...:..B.P(....:.
000al11f0: 8542 al50 2814 0al5 7416 0a85 42al 5028 .B.P(...t...B.P(
000a21200: 140a 33fc ffb2 d@79 fc55 8615 b700 0000 ..3....Y.U......
000a1210: 0049 454e 44ae 4260 82 .IEND.B".

» desktop ||



1 Desktop — ianklatzco@ian-mbp — ~/desktop — zsh — Solarized Dark — 80x24

E42Q+sQGtkRNUXIy8tAAidw/3Trhlu5zIrm0yt0zaDViLnbKOArCoOMt952ItigRE8s80wGNNtXx0yeVG
HGNn6+GUY2sgqSRtNgGQCM4xD9qu248avOvkKZOLLYiHOXT ruVWKbGea3snCxJJ rPExuKrieFMtwqSEDW]
Ea2vmXHs j Fy0CoXCbg@6/bBjemFdXxTbEcQQFU3hmB11i0dJRISHINXRHXjdqCU7GI6eRo/HQvLWp6W] i
6YnsMrrcswRC9pwYsW2dHo LZBLGEkhae6JFemIGZQ1lfwFLm60ZpUukAwEzmKTIT9aiYptUnjopBILaWL
LfDBgwesrBAnJaaolelo31qYx4X2ct/SS91zZMZeap9eRhkHzTZ4J0Z254403En/MyAM+5ET9p4ygKUSM
U5+2Vuo19KLAEHdU]j LB7GzhC1ITKIf6ktMcOnxhxIrnOv0+DKv64d0kS0eeQDREHNMCH6IW44N] 1pjVvS
+PiNRK4ESENNnjXdcr3f1jizfAGOIuSVYpkZ4rTzudgCOWZIHtQxnEqh7hjaIHL ImRsq@QqGwp4L0eDHS
+IeqW9cRPhPpHiUF@eVAFAddDqA3hJR0Q46ZEZY jyuiqRIpAqo0TY4jgxHpugn5jItPPECIPj7Y165td
RpqYqGYiPVJa44mIzDOqJmnqC41i0U174FBIT5a5fJvL]/HKxLiH7zbMmRQ51iugjM7jQ12qdqtMkR7EQ
JUgHNUTWIDYNLDhSO/71ygdLdyzHRglZecJtevu31zxmJ020GWWkP08Tql3vvPMONntA9yo/V8sdsGEqm
MnHgeJ3SjETdo4w79uRWYRE rjRN6tdxR46Q+8YaqGyVampLbNTL87NZI rsPFQa2Ww6RwLZnLWwRINYB11
JIfo+ABv+ZySy420saWbGhq/ycgTc+J0IP2KPt00rHT fMtKbiWVgnNdKQ5vh3wa0qbFcnRLDGYNX8gno
4wqor51x7Ejn9DpHoVDYPmwDHVHci1CQckK/84Q9/aE104CyZz jEzxHLUSY5iWpFegp0oZyIsiQ3p5Tea
yPRD4Sm8RIHupZcIZ4QealjJZFXaalLVbOUmUg2t5ZXxK0rzKEpqx/IKg/7zP/+z7XET/CTh6e/f/d3f
0akKWsQ1R1ly5dGiJwStwwbnUvtU9ilEleFx19Rvo02aSXU6elt3Fhqlh6KYh6ROWUK/USekUWgMgdlY7f
kQYmoqaWlycZecMBkq4AUY1leUqiWwIn9g1x0/jzUKZHpIw7w3s6Kvd+631gjTRy/40bupf5Ck5a8bcpV
upeSbUParZEeGeel2tAsvQxnSGipy2J1Jj532c1QoFJ4URgLV1dXEbe2HZbwel01mjpmdiUVZdSKvDF/R
TucoYgFlynuivbhw4clL58+d7D12/fpoV4t1L7ZPAWBub+Ah3XEoLGb+7C5cvX1ZEworvYiXvPZfb7Zj3
clQoFBaLYiQqFAqFQqFQKCwd f1YmKBQKhUKhUChU@FkoFAQFQqFQgKCzUCgUCoVCoVCooLNQKBQKhUKh
UEFnoVAoFAQFQqGCzkKhUCgUCoVCoYL0QqFQKBQKhUIFnYVCoVAoFAqFQgWdhUKhUCgUCoUKOguFQqFQ
KBQKFXQWCoVCoVAoFAoVdBYKhUKhUCgUKugs FAqQFQqFQKFTQWSgUCoVCoVAoVNBZKBQKhUKhUKigs1Ao
FAqQFQqFQgKCzUCgUCoVCoVBBZ6FQKBQKhUKhgs5CoVAoFAqFQqGCzkKhUCgUCoVCBZ2FQqFQKBQKhQo6
C4VCoVAoFAqujoLhUKhUCgUChV@ngFOqFOKBOKM/z/stBS/FWGFbcAAAAASUVORKSCYII:

-» desktop




Challenge 39 Solves

what is base (2/6)
50

answer: a very common encoding format in ctf

Q1RGe2Jhc2VkX29mX3RoZV82NHRofQ==




baseb64 decode

All News Videos Shopping Books

About 487,000 results (0.30 seconds)

Base64 Decode and Encode - Online ©
https://www.base64decode.org/ v

Decode from Base64 or Encode to Base64 - Here, with o
You've visited this page 2 times. Last visit: 4/20/16



Decode from Base64 format —

Simply use the form below

VkdobEIHWNNZV2NnYVhNZO0IuZG9iMjI3YVc1bkIHTnZkV2RvSWcIPQ==

< DECODE > UTF-8 v (You may also select input charset.]



